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Study on Conceptual Analysis Model of Scientific Data Security Boundary:

From the Perspective of Stakeholders
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Abstract Clarifying the conception of scientific data security boundaries and their affecting factors is
necessary for pursuing a balance between data sharing and security. In this paper, three types of scientific
data security boundary and a conceptual model are established based on normative analysis, investigating
laws and regulations, strategic policies, and typical data policies of scientific data infrastructures announced
by the United States and the European Union. With the safety of scientific data as its core, this model
consists of three layers, including four affecting factors of national security, public interest, commercial
secrets and personal privacy, as well as four analytical perspectives, the characteristics of subject areas,
data scale, precision and deductive capability, to provide an analytical framework for defining the security

boundaries of scientific data.
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